Pre-Crisis Planning

Make a list of the following for: i) all family mebers, ii) your local personnel file, and iii) fooyrself to
be carried with you when moving from one localatother;
e copy of passport number and date of issue and \asal
bank account numbers
credit card numbers
insurance policy numbers
car registration: serial and license numbers
drivers license number
social security numbers (if applicable)
fingerprints, palm prints, and current photographs
current prescriptions, including eyeglasses
contents and location of safe repository
assets and debts
names and addresses of business/personal/emeigariagts

LEAVE A COPY WITH A TRUSTED CONTACT AT HOME
Locate a safe repository in your home country dackshe original of your:
o will
power of attorney
birth, marriage, and adoption certificates
naturalization papers, dual citizenships etc. (NOGdéttificate of naturalization may not be copied)
deeds / mortgages
stocks/bonds (Consider leaving these with a brokease you want to sell.)
insurance papers: life, car, house, medical, haldedifects
current inventory
medical and dental records
school records
tax records

TAKE COPIES OF THE ABOVE WITH YOU AND CONSIDER LEANWG COPIES WITH A
TRUSTED CONTACT.

1. Appoint a current power of attorney for each adaily member and have several copies made.
Make several originals as well. These are needé@msact business on behalf of spouse or other
adult.

2. Update your will and have several copies madeoRginal in a safe repository and give copies to
executor, lawyer, repository.

3. Learn the current laws of your legal residence @ade of domicile with regard to taxes and
property.

4. Make and continually update an inventory of all ypassessions including jewelry and clothing.
This may be written, tape recorded, and/or phofaugzd.

5. Establish credit that will be adequate for emergec

6. Keep a listing of regular billing dates for all vedng expenses (i.e., insurance, mortgage, arekjax

7. Establish a joint checking account, or two joinécking accounts, enabling each spouse to work
from either account in the event they are separffatea period of time.

8. Have checks deposited in a local bank accountr#the posted. Checks lost in the post can cause
extraordinary difficulties.

9. Obtain individual credit cards for spouses.

10.Insure all property and update policies periodyjcall

11.Place checkbooks, bankbooks, some travelers chactsgs small amount of cash in a safe, but easily
accessible place.

12. Gather together all employment history for aduthily members including resumes and letters of
reference. Keep duplicates in home country.



13. Discuss with your family what you will do in caskam emergency separation (evacuation, hostage-
taking, illness or death.)

WHO IS THE EMERGENCY CONTACT? WHERE WILL YOU GO? hat are resources in various
locations?) WHAT TO TAKE IN RAPID EVACUATION? (CHEKLIST) HAVE FINANCIAL
PROVISION ESTABLISHED TO COVER EVACUATION TRAVEL COTS

Death of a YWAM Worker

Incidents involving death are unique and vary. Tétamndard contingency plans will need adaptatidrthmi
following are some guidelines.

KEEP A DETAILED LOG OF ALL COMMUNICATION AND ACTIONS TAKEN WHICH INCLUDE:
e CONTENT OF THE COMMUNICATION
« DATE AND TIME OF COMMUNICATION
« NAME AND TELEPHONE # OF PERSON CONTACTED

2.1 When death occurs, the leadership and st#fieagite of the death must give their full attentamd
communicate as soon as possible to YWAM leaderggnally. Also the local leadership must be
prepared to implement all actions that are requareghort notice.

2.2 When first contact is made from personnel efigld to the national or regional director, a
determination should be made regarding what id&s¢ communication channel, i.e., telephone, tdéex,
cable, ham radio, e-mail etc. Telephone is preferid the time of each communication the two partie
should set a SCHEDULE for the following communioati

2.3 Any accompanying family members on the fieldudtl be urged to CONSULT with other family
members at home before deciding how to disposleeobody. (Some countries have in their application
process, what will occur in case of death on thkelfand this should be reviewed regularly.)

2.4 The YWAM National, Regional or Field Directdrauld make the following initial contacts:
a. The immediate family at home
b. Any potential support persons close to the famdéylfome church, the nearest YWAM office, etc.)
c. The immediate family should be urged to contadr tleeal funeral director, pastor, or someone with
experience for advice on how to handle the deteslpecially if they decide to return the body. €Thi
may not apply in some countries.)

2.5 If telephone contact is relatively easy betwienfield and home, accompanying family memberghen
field should make home phone contact as sooniafted contact by YWAM leadership has been made. A
that time disposal of the body should be discusseba decision made if possible.

2.6 YWAM leadership should urge local leadershipit of death to check into all local legal regments,
such as death certificate, embalming requiremanis requirements for moving the body out of thentigu

if that is the decision.

****Some countries require burial within 24 hoursike others require embalming before return of body
This needs to be discussed with local officials anderstood.

2.7 At the first contact from local YWAM leadershipnational, regional and field leadership, local
leadership should be urged to initiate the immedsgupropriate arrangements, such as embalming,
cremation, or funeral services.

a) If a funeral director is available in countryice quotes for embalming, basic services, handimyges,
or return of the body costs should be obtainedoddy is to be returned to home country, no firggeament
should be reached until prices with home countrylmaverified to check if they are reasonable.)



2.8 If there are survivors on the field who will k#urning to home country, a decision should bdena
early whether or not someone from YWAM should acpany them. If there is any doubt whether or not
they should be accompanied, provide that service.

2.9 Local YWAM staff should be urged to arrangerfeemorial services at the place of work if at all
possible.

2.10 Arrangements should be made for YWAM repregent at the memorial services at home.

2.11 If any survivors terminate their service WitWAM and return home, a determination should be enad
regarding YWAM's obligations for short or long tesupport.

2.12 Remember that the local staff are under gnessisure at the time of death and deserve
acknowledgement of that pressure and evidence adlmopport from YWAM internationally.

2.13 Remember to help field staff immediately mplkans to cover the responsibilities of the famifyhee
deceased as needed, (i.e., access to will, baokiats; files, etc.)

Evacuation Plan: War, Natural Disaster

The following is for consideration of evacuationexipatriates working in potentially hostile or life
threatening areas and does not consider any esg$tance which might be appropriate.

Step 1 PREPARATION

Step 2 STAY IN SAFE AREA
(this step is taken in a situation involving inged localized violence, e.g., street fighting, raobon-
temporary period.)

Step 3 DON'T GO TO WORK PLACE--STAY HOME.

(this step would probably indicate an inabilityiéave the country by normal procedures, and might b
necessitated by wide- spread fighting, random ribefgdor a prolonged period of time. Stay where yoe
even if at work place.

Step 4 WHEN WORD IS GIVEN, GO TO PRE-ARRANGED GATHERING POINTS.

IT SHOULD BE NOTED THAT NO ACCURATE PREDICTION CABE MADE AS TO HOW
QUICKLY THE STEPS MIGHT PROGRESS. STEPS 1-4 MAY ONBE A MATTER OF HOURS OR
THEY MAY BE GRADUAL. THOSE WHO DESIRE TO LEAVE DURNG STEP 1 ARE
ENCOURAGED TO DO SO WITHOUT FEAR OF DISAPPROVAL.

3.1 PREPARATION/PRECAUTION

a. Vehicles should keep petrol tanks at least halféntl each house should have a metal tank full of
petrol kept in cool place.

b. Recommend that a first-aid kit and some food/wiagekept in vehicles and medical kit kept at each
residence.

c. Obtain proper organization/project identificatiditlsers for you and your vehicle.

d. Drinking water should be kept on hand. Ideally are=ks supply which is changed every week if
possible.

e. A two-week supply of food should be stored in ehgbse. (Foods that do not need much
preparation, e.g., dried fruit, nuts etc.)

f. Car batteries used for lighting should be kept gbdr

g. All households should have up-to-date telephondéady.



h. At all times, staff must let house-mates or somesise in YWAM know where they are going and
expected return time.

3.2 COMMUNICATION

a. Each house should have a contact person for passagages.

b. Telephones should be kept in good working order.

c. Expatriates will carry their passports with thenakhtimes. If in the opinion of the Country
Representative (CR) or delegated representativeyacuation becomes imminent, consider
movement to a safe area.

d. Various embassies operate a warden network andhawddsensure that we are on that network. The
embassies will be responsible to notify the regshefexpatriates when an evacuation order is
received. Expats will be told to stay in their h@mtil pickup for departure.

e. The CR will notify local staff and the regional elator. If the latter is not possible, local staff
representative should phone/fax from office. Reglaffice should notify families of evacuation
plan.

f. Advise local staff representative whether or nattaot should be made to civil authorities.

3.3 IF HOSTILITIES COMMENCE (ie. rocket attack, art illery, etc.)
a. Gather people inside your house. Go to basemeahhot, select the safest place out of direct e
sight of all windows and doors. Draw curtains. Kéap and stay inside and avoid exposure.
b. Open several windows on all floors to reduce paldsilof concussion breakage. Drawn curtains
reduce glass shattering.
c. Fill all bathtubs, washtubs and other containeth wiater (if your electricity is cut, your pumpsliwi
not work.)

d. Advise your staff and children not to pick up btdleshells, rockets, or other unusual objects found
e. If armed persons come into your area, do not cith@tenpression of hostility or resistance. Smile
frequently, be friendly, and cooperate. If possdaeourage them to leave as soon as possible

because their presence might endanger your househol

f. If an unarmed person seeks refuge with you, rgbadieely, but firmly, unless, in your judgment,
there is an imminent threat to his life.

g. Do not go near any bodies. The contending siddgovasumably take care of their wounded. If you
see unattended wounded, consult others on the.scene

h. If there is a lull in the fighting, remain in yoosompound unless otherwise instructed. Do not toer t
city or take photographs.

i. If the authorities in charge impose a curfew ouésspecial military law decrees, obey them to the
letter.

J. Pack one suitcase and two blankets for your faamly assemble enough food and water should you
have to be moved to a collection point for evaamati

3.4 CAUGHT AWAY FROM HOME
a. In case of street rioting, your car is a likelygetrin trouble. Leave your car and find shelteyadi
are close to your place of work, go back to it, ibabt, find a shop where you can stay.
b. Know your way around the city. Try to remember elifint routes to and from different places.
c. If stranded away from home, contact someone sqtigile know where you are.

3.5 ESCAPE ROUTES

a. Need home, city, and country escape routes if yeunadangerous areas.

b. Need contingency fund to purchase tickets (airaatpand for money for trip overland including
food. Local staff representative needs accesdgduhd with clear steps how to use.

c. Local staff representative should notify Regiorféice of departure arrangements. All expatriates
should be picked-up from their homes in YWAM vehieind driven to airport or overland route with
pre-agreed upon place of destination.



Terrorism: Avoidance and Survival

4.1 THREAT AND THREAT ASSESSMENT

e Terrorism is the use of force, violence or thedat a terrorist organization to attain politicabts through
fear, intimidation or coercion.

¢ International terrorism is described as calcdaets of terrorism inflicted against foreignersoocurring
extra nationally which are usually designed toaattivorldwide publicity and focus attention to the
existence, cause, and demands of a terrorist aajzon.

e A terrorist organization is any anarchist, natilior other politically-oriented, insurgent-typésational
group which uses terrorism as its mode of operatisnally in an urban environment.

o Terrorists use illegal violence in a systemasimpaign. This campaign is often aimed at the ainili
populace. Terrorists act to gain publicity for theiiganizations, to attain political goals, or siynfp obtain
arms or financing for future operations.

¢ While acts of terrorism appear unpredictable iaradional to target audiences, they are neverdase
impulsive motives. They are not spur of the monaations. Acts of terrorism are almost always well-
planned actions which are quickly and systematiaatkecuted.

e The net effect of terrorist acts is much gretitan the simple physical violence involved. Onedant,
directed and conducted by a few skillful terroristan stir the fear and emotions of an entire natio

TERRORISTS
« anindividual who is generally between 18-28 yedrage; from an upper middle-class background
with college education; is politically-oriented,cagenerally embraces various anarchist
philosophies.
o usually works within a group which has a definitganizational structure and hierarchy; the first or
command element usually consists of the older aniek raxperienced terrorists. They establish the
organization's goals and plan the operations td theeorganization's stated ends.

CRIMINALS
« usually are males under 25 years of age with len@@ucations; are often associated with drugs, and
possess backgrounds which reflect frequent aatsarok; frequently armed and when encountered
also will use their weapons to kill or injure.

MOBS AND DISSIDENTS
e can be a religious faction, zealots, or politicatigtivated.

4.2 HIGH RISK AREAS
a. If you must travel in an area where there has lageistory of terrorist attacks, kidnappings etc.
make it a habit to:
1. Discuss with your family what they would do in anergency and make sure your affairs at
home are in order.
Register with embassy upon arrival.
Remain friendly, but be cautious about discussigmessonal matters, your itinerary, or
program.
Leave no personal or business papers in your holsitel.
Watch for people following you or "loiterers" obsgig your comings and goings.
Keep a mental note of safe havens, such as paditierss, hotels, and hospitals.
Let someone else know what your travel plans aeepthem informed if you make any
changes.
8. Avoid predictable times and routes of travel, agplort any suspicious activity to the local
police or nearest embassy.
9. Refuse unexpected packages.
10.Formulate a plan of action for what you will daibomb explodes or there is gunfire nearby.
11.Check for loose wires or other suspicious actigipertaining to your vehicle.
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12.1f you are ever in a situation where somebody stsinboting, drop to the floor or get down as
low as possible and don't move until you are soeedanger has passed. Do not attempt to
help rescuers and do not pick up a weapon. If ptesshield yourself behind or under a solid
object. If you must move, crawl on your stomach.

4.3 PREVENTING TERRORIST ATTACKS

a. BEING UNPREDICTABLE is without question one of thest ways to discourage an attack. If an
attack occurs, immediate response is required, hemieis more desirable to combat the problem at
the prevention level.

b. ASTUDY OF TERRORIST ATTACKS ON VEHICLES shows tfalowing progression: the
targeted individual is watched; based on that slawnee, an attack is planned; the attack team
deploys according to plan; the targeted individarakrs the kill zone and the attack takes place.

1. Once surveillance is detected and confirmed, tbevidual must make subtle changes in
travel procedures that will discourage the tertdr@m considering them as an attractive
target.

2. The next point at which an attack can be avoidgasisprior to the individual entering the
kill zone. Attack recognition must occur whileststill in the camouflage or disguised phase.
Thus change of direction can occur prior to weagmnsg drawn.

3. One of the most important means of defeating threrist attack is to deny the terrorist the
tactical advantage of surprise. Without surprise,attack is basically ineffective.

4. The individual must take the ultimate responsipiidr these security precautions.

**These guidelines outline defensive countermeaswuigich can be used in the office, home, or while
traveling.

Hostage Survival

5.1 THE MOMENT OF CAPTURE

--generally one of the most critical and dangestages of the operation is the actual seizure ducthon
phase. Any sudden or unexpected movement, noisg/ dor help is likely to provoke a violent respens
from the terrorists which could be fatal for thepti@e. In a barricade hostage situation tensiohnerhain
high until the terrorist feel sure they are in coht

5.2 RESIST OR SURRENDER

--whether to resist capture or surrender to th@tist must remain a personal decision. You shadah
the danger of resistance in the face of what mayvieewhelming odds. If you decide not to resissuas
the terrorist of your intention to cooperate, esggcduring the abduction phase.

***RESISTANCE IS HIGHLY RISKY GIVEN THE FACT THAT THE TERRORISTS ARE ALREADY
MENTALLY PREPARED TO MEET THIS CONTINGENCY AND ARRACTING UNDER A GREAT
DEAL OF TENSION DURING THE FIRST FEW MINUTES OF THBPERATION.

5.3 BLINDFOLDS, GAGS, AND DRUGS

--it is important to know that the terrorists waou alive. While they may use drugs, blindfoldsgags at
the time of abduction, you should not be alarmeresist unduly. Struggling is likely to result imes more
severe measures.

5.4 EXPLANATION
--be certain that you can explain everything youehan your person, including your addresses.

5.5 STAY ALERT
--regain your composure as soon as possible talaeg breaths and attempt to organize your thoughts.
Occupy your mind by noting --- for later referencgsunds, direction of movement, passage of time,



conversations of the terrorist, and other inforovatr circumstances that might be useful. Pay close
attention to instructions and try to comply as gass Ask permission to communicate.

***Be prepared to be accused of being a membeowdifin spy groups. Anticipate isolation and possibl
efforts to disorient you.

5.6 ADJUSTING TO CAPTIVITY

a. LIVING CONDITIONS--may vary greatly from incident incident. From an airliner where heat
and lack of water, food, and toilet facilities hdaen almost unbearable to a barricade hostage
situation where victims may be in familiar, lesgptive surroundings. There may be a total lack of
privacy. Conventional toilet facilities may be |aud.

b. SELF RESPECT--Maintaining one's dignity and se#fpect under such conditions will be difficult,
but this is very important. Composure could bekiéng to retaining your status as a human being and
hence a life worth saving in the eyes of the téster

c. FEAR--fear is the most important tool of terrorisi®ey use it to control, intimidate and wear down
the hostage and the negotiators as well as tdgdatger national or international audience
sympathetic to the victim's plight. Fear may beuicetl by loading and unloading of weapons in the
presence of the hostage, displaying excesses petemesorting to physical abuse and staging mock
executions.

Fear of dying is very real and it can become ovetmimg, especially during the early stages of the
captivity. Death certainly is a real possibilitypviever statistically, the odds favor a hostagedpein
released alive.

d. TIME--experience has shown the more time that esphe better are the chances for the hostage
being released or rescued alive. For this reasbite whe passage of time without rescue or release
can be depressing, this time lapse is actuallyto gdvantage. Once settled in do not be afraid to
ask for anything you need or want. The worst theay @o is to deny the request.

e. BOREDOM--to ward off boredom, develop and maingithaily physical fithess program and
engage in creative mental activity, such as readunging, or even daydreaming. Exercise may be
difficult due to cramped space or physical resteagn arms and legs. If possible, however, stait an
maintain a regular program of running in place fpugs, sit ups. Isometric exercises may be
substituted to overcome space or physical ressraint

f. MENTAL ACTIVITY--mental stimulation can be achievea various ways. Terrorists have been
known to provide reading material, tape recordaseven tapes. Depending upon what is available,
the hostage should read; develop and keep traitteqfassage of time; make games such as
checkers, cards, or chess from scraps; pray aatl reemorized scripture and poems, write a novel,
compose music, or design and build a new home.

g. ILLNESS--weight loss is a side effect of captivity some hostages, even though meals may be
adequate. Gastrointestinal upsets and/or congtipatay occur and although not life-threatening can
be debilitating. You should not hesitate to compkand request medication since terrorists want to
keep their hostage alive. In a number of case®rists have provided medical care for hostages
suffering from illness and or injury.

h. RAPPORT--a national study has concluded that "theerhuman a victim appears to his or her
captors, the more difficulty the terrorists willegmunter in carrying out threats of violence agaihst
victim." Display of family photos or discussionsdfildren and family matters have on occasion,
been instrumental in saving the lives of hostages.

5.7 RESCUE OR RELEASE
a. Most hostages who die are killed during rescuengits. It is, therefore, crucial for you to be
especially alert, cautious and obedient to insimastshould you or the terrorists suspect such an
attempt is imminent or occurring.
b. The captors, as well as the captives, are likefgébthreatened and even panic. The terrorists wil
be extremely nervous during any release phase iefipétcthe negotiations lasted over a long,
drawn-out period. They will also be anxious to evadpture and punishment.



c. As the central figure in the rescue attempt, yostnawoid all sudden moves which might invite
reactions from the rescue forces as well as framdhrorists. The impulse to stand up and run must
be avoided. You may be mistaken for a terroristi@®yrescue forces. The safest response is to drop

to the

floor immediately and lie as flat as possibl

5.8 COOPERATION WITH THE AUTHORITIES
a. As soon as possible after rescue or release, doite everything you can remember about the
incident, the location and condition of the othestages, location of guards, location and desonpti
of weapons and explosives and any other informatieich might be useful to the authorities.

Establishment of a Crisis Management Team (CMT)

1. TYPE OF SITUATION FOR CMT INVOLVEMENT
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Hostage situation

Natural disasters involving YWAM personnel/property
War

Government action

Coup

Expulsion of YWAM team from a country
Assassination threat upon YWAMer

Terrorist threat

Multiple deaths

Events that create international negative attention
Kidnapping - criminal action

Multi-national team incidents

2. CMT MEMBERS

A.

E.
F.
G.
3. OBJE

A.
B.

CRISIS MANAGER (CM): Decision-making person in teeent of crisis and in the worst-
case scenario, the final decision-maker if it calo@n to a decision pertaining to life or
death hostage situation.

CRISIS COORDINATOR (CC): Advantageous to have saerson be the CC in each
situation internationally.

MEDIA REPRESENTATIVE (MR): Advantageous to have gaperson in each situation.
(Should not be the immediate leader.)

. YWAM REPRESENTATIVE: Should be the YWAM Regionaliek or International

Ministry Director or Representative from the Globabhdership Team.
NATIONAL DIRECTOR

ADVISORS

RECORDING SECRETARY: Confidentiality is of utmostaportance.
CTIVES OF CMT

Insulate the crisis from day to day organizaticr@grations.

Reduce the number of personnel dealing with trescri

To provide structure and discipline to the orgathreal response to the crisis.

4. DUTIES OF CMT

A.
B.

nmoo

Provides for security of victim's family
Maintains communication with victim's family
Provides "official" information release to interedtparties
1. Victim's extended family and friends
2. Victim's home church and sponsoring organization
3. Involved government(s)
Receive and evaluate all incoming crisis informatio
Receive and evaluate all suggestions for resolwaiamisis
Establishes all media policy and approves all mesleases
Conducts negotiations (via a negotiator) with hgsteaker



G. Advises the CM; recommends decisions and strategy
H. Implements the CM's decisions
l.  Maintains record of organizational responses ®igri
5. CHARACTERISTICS OF CMT
Composed of fewest persons possible.
Is a temporary task force.
Internally, provides for a variety of approachds)gsophies and strategies to resolve crisis.
Externally, maintains a posture of unanimity andrdmation.
Located geographically close to the scene of thsgscr
Members should be selected in advance and receivint.
Should be the only part of the organization invdlwe resolving the crisis.
6. NEGOTIATION TEAM MEMBERS
The negotiator
1. Only person communicating with hostage takers
2. Not a decision-maker
3. Should be trained and experienced
A. Translator (if necessary)
B. Cultural advisor (if necessary)
C. Team leader
1. Makes decisions regarding the negotiations
2. Liaison to Crisis Management Team
7. YWAM POLICY ON RANSOM
YWAM IS OPPOSED TO THE PAYMENT OF RANSOM. (Thisfigr public knowledge.)
8. POST-INCIDENT COUNSELING
It is recommended that the victim, their inmediai®ily on the field, and organizational
people directly associated with a crisis have ailuation by a qualified, Christian mental
health professional made available through YWAMoteses.
A. If necessary, follow-up counseling should be madslable.
9. FUNDING
It is suggested that the Crisis Coordinator hagerporate VISA or similar credit card which
has a line of credit capable of covering some efrttajor expenses related to an emergency
situation.
A. ltis further suggested that each regional offstlelish a line of credit with their local bank,
with a further plan toward raising finances speailly for a contingency fund.
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